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Record of processing activity No 8 – Public Procurement procedures and contract management
	Title
	Public Procurement procedures and contract management

	Name and contact details of controller
	ECCC, Administration Unit
procurement [at] eccc.europa.eu

	Name and contact details of DPO
	data-protection [at] eccc.europa.eu

	Name and contact details of Joint Controller
	N/A
Note that EU-login (ECAS account), used for identification/authentication to the platform, is provided by European Commission (DIGIT) directly (who acts as data controller to this end). Contact: DIGIT-CIRCABC-SUPPORT@ec.europa.eu

	Name and contact details of processor
	[bookmark: _Hlk189057885][bookmark: _Hlk189057895]DG DIGITAL SERVICES.B.1 under an SLA with the ECCC offering European Commission Corporate eProcurement suite including PPMT and MyWorkplace.

	Purpose of the processing
	The purpose of this processing operation is to implement public procurement procedures and contract management activities.

	Description of data subjects
	· Natural persons related to a tenderer, candidate, contractor, sub-contractor and entities on which the tenderer/candidate/contractor relies to perform the contract, and their staff such as first and last name, email address, bio, professional experience etc
· ECCC staff members, external experts of ECCC and staff of the contractors who work with the ECCC

	Description of data categories
	Information processed relates to the following categories of personal data:
· [bookmark: _Hlk189058027]Identification: name, surname, signature, nationality, place and date of birth, title, function, department and company, passport/ID number, bank account reference (IBAN and BIC codes), VAT number, IP address;
· Contact details, e.g., e-mail address, business telephone number, mobile telephone number, fax number, postal address, company name and department, country of residence, internet address;
· Information relating to exclusion criteria included in the declaration on honour, certificates for social security contributions and taxes paid, extract from judicial records, etc.;
· Information relating to selection criteria included in the declaration on honour and supporting documents, e.g. expertise, technical skills and languages, educational background, professional experience including details on current and past employment;
· System related data: security data/log files (for audit trails) processed when submitting tenders electronically via eSubmission and when submitting questions about the procurement procedures via eTendering.
· Organisational data: unit, team, etc. (if applicable)

	Time limits (for the erasure of data)
	[bookmark: _Hlk189058292]Seven years as of the year following the last payment under the awarded contract. This retention period applies to both successful and unsuccessful tenderers/candidates as well as contractors.

Where personal data are published in compliance with Article 38 of the Financial Regulation, the information shall be removed two years after the end of the financial year in which the funds were legally committed. This shall also apply to personal data referring to legal persons whose official name identifies one or more natural persons.

	Data recipients
	
· [bookmark: _Hlk189058169]Authorised staff of the ECCC, authorised ECCC experts and staff of the contractors working with the ECCC in the management of public procurement procedures and execution of contracts in all their various stages (publication, evaluation, contract execution, checks, reviews, ex-post controls, etc.)

· Staff Members of the European Commission developing, maintaining and supporting the electronic systems for the submission of tenders via e-Submission and staff members of the Publications Office of the European Union responsible for the developing, maintaining and supporting e-Notices for the publication of contract notices, corrigenda and contract award notices and e-Tendering for the publication of procurement documents as well as questions and answers relevant to the procurement procedures.
· In case of the award of a contract by the ECCC, the ECCC has the obligation to publish the information on the outcome of the procurement procedure (except for very low value contracts i.e. contracts below EUR 15 000). The information concern name and address, the amount awarded and the subject of a contract. 
· The data may also be available to EU bodies charged with monitoring or inspection tasks in application of EU law (e.g. internal audits, European Anti-fraud Office – OLAF).
· 

	Transfers to third countries
	No transfers outside EU/EEA are foreseen.

	Security measures – General description
	Security measures applied by EC tools (PPMT, MyWorkplace). General security policy and technical/ organizational measures applicable to ECCC's internal IT systems.

	Privacy statement
	Available at ECCC website
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