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Agenda

• Introduction to ECCO Community Group on Trusted Supply Chains and 
Webinar (5 Min)

• Organisational Security aspects of the Supply Chain Security (20 min)

• Supply chains from a hardware perspective (10 min) 

• Open Q&A and discussion (10 min)
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ECCO Community Working Groups

• Road-mapping
• Startups/Scaleups - SMEs support 
• Human factors
• Skills
• Synergies on cybersecurity for Civilian and Space applications
• Trusted supply chains

• Chairs: Antonio Skarmeta and José Luis Hernández Ramos
• Participants: development of a “proto-community” based on the initial list of experts from ECSO and

Pilots, and growing with additional people
• Objectives

• Build community of experts on trusted supply chains and Strengthening Trusted and Resilient Supply Chain in Europe
• Facilitate trusted information sharing about threats (to support prevention and response)
• Propose a strategy, planning and recommendations to support the NCCs in the implementation of the Strategic Agenda’s 

Action Plan 
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ECCO Community Group on Trusted Supply Chains

• Relationship with ECCC strategic agenda [1]:

5

Increase the resilience of essential and important entities defined in NIS2 including their
digital supply chain against cyber threats, in line with the CRA and NIS2 directive. 

Specific attention goes to emerging technologies identified in The EU's Cybersecurity
Strategy for the Digital Decade (i.e. cloud, 5G, IoT, blockchain), as well as underlying
infrastructure resilience of secure European DNS servers with embedded security and 

privacy, support to European trust service providers supplying certificates and the
manufacturing and adoption of secure Galileo PRS time and position signal receiving

infrastructure

[1] https://cybersecurity-centre.europa.eu/system/files/2023-03/20230224%20-
%20ECCC%20Strategic%20Agenda%20with%20cover.pdf

https://cybersecurity-centre.europa.eu/system/files/2023-03/20230224%20-%20ECCC%20Strategic%20Agenda%20with%20cover.pdf
https://cybersecurity-centre.europa.eu/system/files/2023-03/20230224%20-%20ECCC%20Strategic%20Agenda%20with%20cover.pdf
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ECCO Community Group on Trusted Supply Chains

• Some initial topics
• Threats identification/prioritization and risk management for trusted supply chains 

Current landscape of standardization efforts (proposed and/or in use) around trusted 
supply chains

• Identification of minimum security requirements and cyber risk rating for 
providers/suppliers 

• Existing best practices and national experiences around trusted supply chains
• Practical aspects and challenges for the implementation of NIS2
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Planned webinars

• This event is part of a webinar series focused on European cybersecurity 
supply chain. 

• Initial list of webinars
• Organisational and Operation Security in Trusted Supply Chains (today)
• Certification in the lifecycle
• Methodology for security of supply chains
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Community Group on Trusted Supply Chains –
Organisational and Operation Security in 

Trusted Supply Chains
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Most regulatory efforts in Europe focus on product security
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... but it leaves out of consideration the security of the providers themselves

Which is important...
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The reality of the supply market: Reasons for 
successful breaches
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Source: Microsoft, RSA Conference 2023
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A supplier without organisational security cannot 
deliver secure products and services
Cyber attacks in the supply chain are a widely unsolved problem for most 
companies. With NIS 2* at the latest, it will become mandatory for thousands of 
companies in Austria and Europe to solve this problem.

Need for 
safe 

products 
and services

NIS 2 requires
supplier risk 

management

Supply chain 
security incidents 

Certifications 
require TPRM

Clients require 
secure suppliers

* Directive on measures for a high common level of cybersecurity across the Union (NIS 2 Directive): EU Directive, which prescribes mandatory cyber security 
standards for critical and important infrastructure companies. This directive will come into effect in Austria and other member states at the latest by 18.10.2024. 

Missing Certifications
Security Certifications are time-

consuming and expensive and are 
only carried out by few companies

Missing Transparency
Information on security measures 

(and any gaps) is usually not 
available or only very limited
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ENISA Report Threat Landscape for Supply Chain Attacks 
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Summary of the supply chain attacks identified, analysed and validated from Jan 2020 to July 2021

• Around 50% of the attacks were attributed to well-
known APT groups by the security community.

• Around 62% of the attacks on customers took 
advantage of their trust in their supplier.

• In 62% of the cases, malware was the attack 
technique employed.

• When considering targeted assets, in 66% of the 
incidents attackers focused on the suppliers’ code 
in order to further compromise targeted 
customers.

• Around 58% of the supply chain attacks aimed at 
gaining access to data (predominantly customer 
data, including personal data and intellectual 
property) and around 16% at gaining access to 
people.

• Organizations need to update their cybersecurity 
methodology with supply chain attacks in mind 
and to incorporate all their suppliers in their 
protection and security verification.

Quelle: https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks

https://www.enisa.europa.eu/publications/threat-landscape-for-supply-chain-attacks
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Laws and regulations that require baseline security

"Contracts and service agreements with 
providers (outsourcing providers, group 
companies or third party providers) must 
include the following:
(a) appropriate and proportionate information 
security objectives and measures, including 
minimum cyber security requirements [...].
Service providers must be monitored with 
regard to safety objectives, measures and 
fulfilment of the agreed performance."

EBA Guidelines on ICT and Security Risk Management
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GDPR
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Confidentiality 

Logical Access control

Physical Access 
control

Authentication

Encryption

Integrity 

Documentation / 
Baseline

Logging

Monitoring

Forensics

Availability 

Resilience strategy & 
contingency plans

RTO / RPO for critical 
applications

Backup/ Recovery 
Tests

Technical protective 
measures

Vulnerability & Patch 
Management

Security Checks & 
Tests

Other

Policies

Staff training

Responsibilities

Basic security requirements that every organisation
should meet
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https://www.cisecurity.org/controls/cis-controls-list

CIS Top 18 Security Controls Overview
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https://www.cisecurity.org/controls/cis-controls-list
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The Austrian Cyber Risk Rating Scheme for 
Baseline Security
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https://kompetenzzentrum-sicheres-oesterreich.at/wp-
content/uploads/2023/09/CRR-Schema-Policy-2023-final.pdf 

• 25 Requirements for baseline controls:
• 14 Basic requirements (B)
• 11 (additional) more advanced requirements (A)

• Covers both technical and organizational 
controls

• Three levels of assurance:
– Standard (Basic, Validated self-assessment)
– Silver (Advanced, Validated self-assessment)
– Gold (Advanced, Audit)

• Fulfils the requirements of Third Party Risk 
Management according the Austrian NIS 
fact sheet

https://kompetenzzentrum-sicheres-oesterreich.at/wp-content/uploads/2022/09/CRR-Schema-Policy-2023-final.pdf
https://kompetenzzentrum-sicheres-oesterreich.at/wp-content/uploads/2022/09/CRR-Schema-Policy-2023-final.pdf
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This creates a win-win situation for 
customers and suppliers

Solving the compliance problem of NIS 2 
companies for Supplier Risk Management

Low-barrier approach to demonstrating 
baseline security, also suitable for SMEs

Suppliers will spare time-consuming individual 
assessments 

Free complete solution for companies affected by 
NIS 2

Minimum standard accepted by the regulator
More transparency in the cybersecurity market 
in Austria & Europe

R e q u e s ts

uses

B u y e r S u p p lie r

• M u st p rovid e sec u rity evid en c e 
on ly on c e

• S a ves ted iou s in d ivid u a l 
a ssessm en ts b y a ll its  c lien ts

• D oes n ot h a ve to w orry a b ou t 
sec u rity a n a lysis of its  su p p liers

• H a s n o c osts
• E n a b les reg u la tory c om p lia n c e 

(N IS , G D P R , etc .)

orders
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Summary

 A low barrier entry level “certification” is urgently required by the market in order to scale 

the broadness of necessary market transparency

 Pure “outside-in” rating models do not provide adequate solidity of assertion (and will not 

be accepted by authorities)

 Validation creates the quality in the self-assessment process

 Many SMEs still struggle with the most basic requirements of cybersecurity

 Low barrier support is required to prepare SMEs for the requirements

 Other baseline schemes start to evolve – cross-reference and mutual recognition required
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Your contact

www.cyber-trust-europe.eu



Supply chain
security

A Hardware Perspective

Matthias Hiller (Fraunhofer AISEC)



Intrinsic drivers

• Differentiation
(between competitors)

• Reputation loss
(protect against incidents)

• Protection of the business
(in case of incidents)

Extrinsic drivers

• Regulation
(e.g. Common Criteria, CRA)

• Standardization
(e.g. 62443, requirements from OEMs)

• Insurance companies

Drivers for implementing trusted electronics

19.03.2024 2



Hardware must

1. meet high levels of 
quality and reliability

Reliable operation in the 
field over its full lifetime.

3. be sufficiently 
hardened against 
attacks

Mechanisms to ensure 
security and avoid 
vulnerabilities.

19.03.2024 3

Definition: trusted electronics

2. comply to a known 
and complete 
specification

Functionality cannot be 
altered from the 
specification.



Electronics value chain

19.03.2024 4

Concept + 
specifi-
cation

PCB and 
electronics

design

Chip manu-
facturing

Logistics
and supply

chain

PCB 
assembly, 

integra-tion
Chip design

Deploy-
ment

Operation End of life



Vulnerabilities along the value chain
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Concept + 
specifi-
cation

PCB and 
electronics

design

Chip manu-
facturing

Logistics
and supply

chain

PCB 
assembly, 

integra-tion
Chip design

Deploy-
ment

Operation End of life

Weaknesses
(unintentional)

Introduction Exploitation

Backdoors
(intentional)

Gray market ICs
(unintentional)

Introduction Exploitation Sourcing Distribution



• Increase resilience of supply chains

• Research on new technologies

• Combination of market demand + 
regulation

• Awareness and Education

Sources: 

https://data.europa.eu/doi/10.2759/640520

https://www.velektronik.de/wp-
content/uploads/2023/03/Reference_paper_trustworthy_electronics_2022.pdf

Way forward

19.03.2024 6

https://data.europa.eu/doi/10.2759/640520
https://www.velektronik.de/wp-content/uploads/2023/03/Reference_paper_trustworthy_electronics_2022.pdf
https://www.velektronik.de/wp-content/uploads/2023/03/Reference_paper_trustworthy_electronics_2022.pdf
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