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Objectives

 Build a community of experts and “end users” for the WG domain by initiating work on a
sequence of prioritized topics in the WG domain

 Support selected actions prioritised in the ECCC Strategic Agenda matching the WG
domain, especially within
 1.1.4 Ensure the availability of easily accessible and user-friendly cybersecurity tools for SMEs
 1.2.3 Promote security and privacy ‘by design‘
 2.1.4 Promote security and privacy ‘by design’ approach in training and education

Methodology

 Start with actions related to one or several of the topics listed in the ECCO technical offer:
 5G applications, ICT in mobility, security of day-to-day tools like smartphones, web meeting systems and services, Internet access

technologies, digital money.
 Deep dive on proposals for priorities for DEP or other appropriate support measures
 Build sub-groups as needed
 …



Matching: ECCC Strategic Agenda actions Topics from Technical 
Offer
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2.1.4 Promote security and privacy ‘by 
design’ approach in training and 
education

1.2.3 Promote security and privacy ‘by 
design‘

1.1.4 Ensure the availability of easily 
accessible and user-friendly 
cybersecurity tools for SMEs

Action/Topic

5G applications

ICT in mobility

Security of day-to-day tools, e.g.

Smartphones

Web meeting systems and 
services

Internet access technologies

Digital money

…

…

Work on topics within the matrix prioritized by 

the community of experts and “end users”
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Activities and deliverables

 Identification of relevant achievements / best practices (e.g. developed in the ECCC
pilots) to address the Strategic Agenda
 1st webinar (March 8): A Footprint of CyberSec4Europe: two prominent cybersecurity tools (Keynotes: Vashek

Matyas et al, Masaryk University Brno, CZ)
 2nd webinar (May 22): Security-by-design for SMEs exploiting trusted hardware (Keynote: Antonio Lioy,

Politecnico di Torino, IT)
 3rd webinar (19 June): Engaging Citizens and Civil Society in Cybersecurity (Dr. Michael Friedewald,

Fraunhofer Institute for Systems and Innovation Research)
 Today‘s webinar (23 July): LINDDUN GO, Lightweight & Gamified Privacy Threat

Modeling (by Jonah Bellemans at the DistriNet Research Group of KU Leuven
(Belgium)).



ECCO CG on Human Factors (End Users, Consumers’ / Civil 
society organisations, Human rights and Forensics)
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Activities and deliverables

 Recommendations for future specific priority “Joint Actions” (e.g. DEP
projects) and other actions for the ECCC
 Based on matching of goals with action types also considering the ECCC action plan

 Possible cooperation in immediate Joint Actions
 Deep dive on specific topics: e.g. stemming from the needs of SMEs for easily accessible and user-friendly cybersecurity tools

considering privacy

 Knowledge sharing events: presentations for EC, NCCs, ECCC
 Webinars on the progress including refinement of the topics



ECCO CG on Human Factors 
(End Users, Consumers’ / Civil 
society organisations, Human 

rights and Forensics)

How to join the CG
 Email: community_humanfactors

-owner@list.cyber-ecco.eu with
your

 Contact details
 Affiliation and role therein
 Area of expertise



Keynote & Speaker
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• LINDDUN GO, Lightweight & Gamified Privacy Threat Modeling 

Privacy threat modeling plays an important role in the implementation of software
according to the principle of privacy by design. However, performing an exhaustive and
thorough analysis using methods such as LINDDUN PRO (per-interaction) is a time- and
resource-intensive endeavour. To meet increasing demand from practitioners for more
accessible methods with a lower barrier to entry, LINDDUN GO was developed. This
lightweight ‘flavour’ of LINDDUN strives to draw a wider audience into privacy threat
modeling by distilling the framework into a narrowed down set of concrete threats and
representing the information with a deck of custom-made playing cards. The cards can be
used to ‘play’ through a threat modeling session according to a set of rules, or simply
serve as inspiration for the threat modeler.  

• Keynote Speaker: Jonah Bellemans
• He is a doctoral researcher at the DistriNet Research Group of KU Leuven (Belgium). As a key member of the team that 

develops the renowned LINDDUN privacy threat modeling framework, his work primarily focuses on privacy 
engineering in the early stages of software development, with specific attention to the interplay between software 
engineering methods and techniques, and the diverse regulatory aspects. Jonah holds a degree in both Computer 
Science Engineering and IT & IP Law.



ECCO Community-
driven Knowledge 

Sharing Events

Disclaimer

• These sessions are ECCOcommunity-driven and expert-led, reflecting
the collective knowledge and contributions of the members of the
ECCO Community Groups. They are designed as knowledge-sharing
events to build/animate the cybersecurity Community Groups on key
topics and share valuable insights among stakeholders.

• The information and opinions in this document are provided "as is"
for general purposes only.

• Experts are encouraged to ensure their presentations are accurate
and up-to-date.

• The views expressed in this webinar are purely those of the experts
and may not, in any circumstances, be interpreted as stating an
official position of the European Commission (EC), the European
Cybersecurity Competence Centre (ECCC), the ECCO project, or any
other EU institution, body or agency. The European Commission does
not guarantee the accuracy of the information included in this
webinar, nor does it accept any responsibility for any use thereof.

• References to specific commercial products, processes, or services do
not imply endorsement or recommendation, and this webinar should
not be used for advertising purposes.



LINDDUN GO
Lightweight and Gamified Privacy Threat 

Modeling

Jonah Bellemans – Distrinet Research Group, KU Leuven – 23 July 2024



Introduction
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Analyzing representations of a system to 
highlight concerns about security and 

privacy characteristics

Tackled proactively Systematically 
analyzed

Integrated in the 
development 
lifecycle

Have an impact on 
design decisions

WHAT IS THREAT MODELING?

- Threat Modeling Manifesto



Privacy threat modeling framework
• Supports addressing privacy threats early in the 

development lifecycle

• Comprehensive knowledge base of privacy threat 
characteristics

• Rich set of  (100+) concrete threat examples and 
cases

• Aligned with security threat modeling approaches 
(e.g. STRIDE)



www.linddun.org





Lightweight & 
accessible

For low-risk 
applications, or as 

introduction to privacy 
threat modeling

Systematic & 
exhaustive

For higher-risk 
applications, 

supported with tooling

Systematic & exhaustive

More extensive and 
complex system models 
enriched with additional 

information



LINDDUN Adoption

ENISA ISO/IEC 27550

EDPS Opinion 
5/2018

NIST Privacy 
Framework

Institutions & Standards Books

[1] Shostack, A. ‘Threat Modeling. Designing for Security’, 2014, ISBN 978-1118809990
[2] Tarandach, I. and Coles, M. J. ‘Threat Modeling – A Practical Guide for Development 
Teams’, 2020, ISBN 978-1492056553



LINDDUN Adoption

“Our analysis of PTMs shows that 
LINDDUN has emerged as the most 
evolved research method based on the 
published improvements of the 
method.”

“An important finding is that the i* 
Model and LINDDUN methodologies are 
among the ten most used in the 
literature and are the two best known in 
the industry by the IT practitioners in the 
requirements area.”



Why LINDDUN GO?
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The Problem
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[1] Securedrop, https://docs.securedrop.org/en/stable/threat_model/dataflow.html



Lightweight
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• Data Flow 
Diagram

• Threat Trees

• Simple Sketch Suffices

• Limited set of 33 
predefined threats



Accessible
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Tangible & Clear 
Threat Library

Concrete 
Examples



Gamified

14[1] Elevation of Privilege, https://shostack.org/games/elevation-of-privilege
[2] [d0x3d!], https://d0x3d.com/
[3] Control-Alt-Hack, https://www.controlalthack.com/



LINDDUN GO
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LINDDUN GO
cards

Title

Origin of 
threat
(organizational, 
external)

Element/
component 

where threat 
occurs in the 

system 
(~ DFD 

interaction + 
additional 

constraints) Summary

Questions to 
check 

applicability

Example

Additional info

Impact/ 
consequences

(why is it 
important)

Highlighted 
LINDDUN  
type

Card identifier



LINDDUN GO Cards – How to play
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How to play ?

Gamified threat modeling in group...

   or

... cards serve as inspiration for (solo) threat modeler

Variations

Competition Time Pressure



LINDDUN GO Cards - Update
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LINDDUN GO Cards - Update
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Threat Type Cards

1. Short Description
2. Long Description
3. Why you should care

4. QR-code with link to more 
information on the website















LINDDUN GO Digital
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LINDDUN GO Digital

27

Features include:

• Interactive card library

• Choose which cards to play 
with

• Time keeping

• Document threats as you go

• Export documented threats

• Save and share progress

• Get additional information 
by clicking on a card 
element



LINDDUN GO Digital
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Templates – Documenting Threats
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Templates - Reporting
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Pipeline
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Research Track Gamification
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Objectives

Empirical Evaluation of 
Effectiveness

Gameful design elements

Serious Game Landscape

Method

Discovery 
Search

Game Artifact 
Analysis

Consolidation 
of Results

12 gamesInitial Set

Library Search

Referenced by 
other games

Key Results & Conclusions

Serious Game Landscape
- Multi-stakeholder
- Industry practitioners
- Introduction to S&P activities
- Primarily RE & TM

Despite the existence of serious game 
design frameworks and methodologies, 
most games are designed in an ad-hoc 
manner.

Experiments gauge participant opinion 
and experience rather than outcome.

Gameful design elements Empirical Evaluation of 
Effectiveness



Domain-specific variants
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ML / AI Finance e-Health



User Studies
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Cases with 
practitioners

Feedback to 
improve techniques



Conclusion
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CLOSING REMARKS
Objectives

ü Lightweight, accessible privacy threat modeling

ü Fostering collaboration between stakeholders

Updated LINDDUN GO

Pipeline

ü Revised threat cards with concise descriptions and clear examples

ü Digital version available with built-in documentation functionality

ü Research track on gamification

ü Domain-specific variants

ü User studies with industry



Thank you.
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Any questions?

Scan to get your own LINDDUN GO 

card deck!

...or visit our website at:

https://linddun.org/go


