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Agenda

• Introduction (5 min)

• Securing Supply Chains: Assessing the Trustworthiness of Composite 
Suppliers’ Products (20 min) (Roland)

• Securing the Cyber Supply Chain: from exemplar cases to a possible 
roadmap (20 min) (Aaron)

• Q&A (15 min)
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ECCO Community Working Groups

• Road-mapping

• Startups/Scaleups - SMEs support 

• Human factors

• Skills

• Synergies on cybersecurity for Civilian and Space applications

• Trusted supply chains

• Chairs: Antonio Skarmeta and José Luis Hernández Ramos

• Participants: development of a “proto-community” based on the initial list of experts from ECSO and
Pilots, and growing with additional people (44 members so far)

• Objectives

• Build community of experts on trusted supply chains and Strengthening Trusted and Resilient Supply Chain in Europe

• Facilitate trusted information sharing about threats (to support prevention and response)

• Propose a strategy, planning and recommendations to support the NCCs in the implementation of the Strategic Agenda’s 
Action Plan 
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Enhancing Supply Chain Security: Strategies, Case 
Studies, and Roadmapping

• Webinar today focused on key strategies to secure supply chains against 
advanced cyberthreats, balancing industry-specific needs with standardized 
re-usability and:

• Emphasizing compliance with regulations and certification schemes

• Addressing challenges in securing complex attack surfaces and implementing current 
standards, with lessons from past experiences.
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Planned webinars

• This event is part of a webinar series focused on European cybersecurity 
supply chain. 

• List of webinars
• Organizational and Operation Security in Trusted Supply Chains (March 19th)

• Certification in the Lifecycle (May 7th)

• Enhancing Supply Chain Security: Strategies, Case Studies, and Roadmapping (today)

• Paradigm shift from cybersecurity to cyber resilience (expected by July)
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Preliminary 
definitions

• “E-supply chains involve organizations using online 
information, to perform, rather than just support, some 
value-adding activities in the supply chain more efficiently 
and effectively” (Barlow and Li, 2007)

• “[Cyber supply chain is] the entire set of key actors and their 
organizational and process-level interactions that plan, 
build, manage, maintain, and defend the IT system 
infrastructure” (Boyson et al, 2009)

• Supply chain risk:
• “The probability of loss arising because of incorrect, 

incomplete, or illegal access to information.” (Faisal 
et al., 2007)

• “. . . degradation or disruption to a supply chain’s 
infrastructure or structural resources resulting from 
the successful exploitation of IT vulnerabilities by 
threats within an organization, within the supply chain 
network, or in the external environment” (Smith et al, 
2007)



DragonFly 2.0 
Attack - 2014
• A supply chain attack targeted updates of industrial 

control systems and supervisory control and data 
acquisition systems (ICS and SCADA)

• Legitimate updates to that software were infected 
with malware named "Havex" that allowed the 
attackers to create back doors and scan networks for 
more targets. 

• Over 17,000 devices were infected in the US alone

• From 2014 to 2017 the crew moved on to "Dragonfly 
2.0" and "transitioned to more targeted compromises 
that focused on specific energy sector entities and 
individuals and engineers who worked with 
ICS/SCADA system



Ccleaner – 2017…
• Threat actors compromised the company's servers for more than a month and 

replaced the original version of the software with the malicious one.

• The malware attack infected over 2.3 million users who downloaded or 
updated their CCleaner app between August and September 2018 from the 
official website with the backdoored version of the software.

• Attackers first accessed an unattended workstation of one of the CCleaner 
developers, which was connected to Piriform network, using remote support 
software TeamViewer.

• The company believes attackers reused the developer's credentials obtained 
from previous data breaches to access the TeamViewer account

• Using the first machine, attackers penetrated into the second unattended 
computer connected to the same network and opened a backdoor through 
Windows RDP (Remote Desktop Service) protocol.



… Ccleaner – 2017
• Attackers infected the first computer with the older version of the 

second stage malware as well.

• Attackers compiled a customized version of ShadowPad, an 
infamous backdoor that allows attackers to download further 
malicious modules or steal data, and this payload the company 
believes was the third stage of the CCleaner attack.

• A few days later, attackers installed the 3rd stage payload on four 
computers in the Piriform network (as a mscoree.dll library) and a 
build server (as a .NET runtime library).

• Security company Avast acquired Piriform, the UK-based software 
development company behind CCleaner with more than 2 billion 
downloads.

• Attackers replaced the original version of CCleaner software from its 
official website with their backdoored version of CCleaner, which 
was distributed to millions of users.



SolarWinds -
2020
• The software builds for Orion versions 2019.4 HF 5 

through 2020.2.1 that were released between March 2020 
and June 2020 might have contained a trojanized
component.

• The attackers managed to modify an Orion platform plug-
in called SolarWinds.Orion.Core.BusinessLayer.dll that is 
distributed as part of Orion platform updates. The 
trojanized component is digitally signed and contains a 
backdoor that communicates with third-party servers 
controlled by the attackers.

• After an initial dormant period of up to two weeks, it 
retrieves and executes commands, called ‘Jobs,’ that 
include the ability to transfer files, execute files, profile 
the system, reboot the machine, and disable system 
services



Log4j-2021
• Log4Shell (CVE-2021-44228) is a zero-day vulnerability in 

Log4j, a popular Java logging framework, involving arbitrary 
code execution.

• Apache gave Log4Shell a CVSS severity rating of 10

• The exploit was simple to execute and is estimated to have 
had the potential to affect hundreds of millions of devices

• We didn’t know where log4j was.

• Cybersecurity company Tenable said the exploit was "the 
single biggest, most critical vulnerability ever," Ars Technica 
called it "arguably the most severe vulnerability ever“ and 
The Washington Post said that descriptions by security 
professionals "border on the apocalyptic."
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