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Record of processing activity No 19 – Records management and archives systems: HERMES-ARES-NOMCOM (HAN)
	Title
	Records management and archives systems: HERMES-ARES-NOMCOM (HAN)

	Name and contact details of controller
	ECCC, Administration Unit, IT (IT [at] @eccc.europa.eu, )

	Name and contact details of DPO
	data-protection [at] eccc.europa.eu

	Name and contact details of Joint Controller
	N/A
Note that EU-login (ECAS account), used for identification/authentication to the HAN, is provided by European Commission (DG DIGIT) directly (who acts as data controller to this end).

	Name and contact details of processor
	European Commission SG.C.1 - Transparency, Document Management & Access to Documents  sg-edomec [at] ec.europa.eu.

	Purpose of the processing
	The purpose of this processing activity is to provide the means to implement an effective policy for the electronic management and preservation of documents and files based on a Service Level Agreement signed between ECCC and the European Commission for the use of the Hermes-Ares-NomCom platform (HAN). This platform is for internal use only and is not accessible to third parties.

	Description of data subjects
	· Internal: all ECCC staff members, including SNES and trainees 
· External: Every individual who sends or receives documents that need to be captured or registered and every individual whose personal data are mentioned in said documents.

	Description of data categories
	Personal Data in the Metadata Accompanying Documents and Files in HAN
The metadata associated with documents and files in HAN may contain personal data related to the author and addressee of a given document.
· For a HAN user who is a stakeholder of a document, the personal data that may be present include: first name and surname, the administrative entity to which the user is linked, the internal phone number extension, the office location, the COMREF person ID, the work email address (if enabled), and any other personal data added to the free text comments fields.
· For an external natural person who is the sender or addressee of a given document, the personal data that can be encoded include:
· First name (optional)
· Surname (mandatory)
· Email address (optional or mandatory, depending on the case)
· City of residence (optional)
· Country of residence (optional)
· Organization for which the person is working (optional)
· Any other personal data added to the free text comments fields
Additionally, the title or subject of the document or file concerned may contain any category of personal data, as it typically reflects the title or subject indicated by the author of the document or the service responsible for managing the file. The title or brief description of the document’s attachments may also contain any category of personal data.

Personal Data in the Audit Trail and Workflow Data in HAN
(Only applicable to HAN users, as external natural persons do not have access to HAN.)
· Workflow actions: The personal data stored include first name and surname (mandatory) and the administrative entity to which the person is linked (mandatory). The internal phone number extension and office location are displayed when encoding or consulting but are not stored in the system.
· Audit trail: The personal data stored include the EU Login user login and the administrative entity to which the user is linked.

Personal Data in Access Management and Control Data in HAN
(Only applicable to HAN users, as external natural persons do not have access to HAN.)
The personal data stored in access management and control data include:
· User ID
· First name and surname
· Administrative entity to which the person is linked
· Email address (imported from COMREF)
· An indication of the type of individual access rights of a user

Personal Data in Document Content in HAN
To ensure authoritative records, enable full-text search, and facilitate the organization and transfer of files to historical archives, the documents processed in HAN may contain any category of personal data provided by the person writing the document.


	Time limits (for the erasure of data)
	- Personal data in mandatory metadata related to any document
The metadata associated with a document, including information about the author and addressee (typically name, surname, and the department or body to which they belong), as well as metadata about the document’s title or subject, attachments (brief description), and the title of the file in which it is stored, are kept indefinitely to ensure that the validity of electronic or digitized documents can be guaranteed. 
- Personal data in audit trail and workflow data
This data is kept indefinitely to ensure that authors and participants in key records management actions—at the level of metadata, documents, files, or procedures—can still be identified even after the elimination of the related documents.
- Personal data in access management and control data
This data is retained for as long as the user works for the ECCC.
- Personal data in document content
Personal data contained within documents is retained throughout the retention period for the file in which the de facto controller has stored the document.


	Data recipients
	· ECCC and SG.C.1 staff responsible for the service (e.g., IT system administrators) have access to personal data as per above. 


	Transfers to third countries
	No transfer of data outside the EU/ EEA is envisioned

	Security measures – General description
	All processing operations are carried out pursuant to Commission decision (EU, EURATOM) 2017/46 of 10 January 2017 on the security of communication and information systems in the European Commission.

	Privacy statement
	A privacy notice is available to all ECCC staff members in ECCC intranet.
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